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The military

War games for
Web builders

Academy competition tests soldiers’
network security competence

By Kelly Kennedy
kellykennedy@militarytimes.com

WEST POINT, N.Y. — Last year, huddled
in a camouflaged classroom, se-
nior cadets at the U.S. Military
Academy here carefully checked
each computer for bugs.

They secured possible entries to
make sure hackers couldn’t bust
into their online network.

They tested and retested to
make sure all the parts and pieces
worked well together.

And then they forgot to change
the default password on one of the
routers.

“It only took two minutes before
their exchange server was
owned,” said Army Capt. Joseph
Salazar, who was sent from the
National Security Agency to moni-
tor West Point’s team for the an-
nual Cyber Defense Exercise.

As a result, the Air Force Acade-
my kicked West Point’s virtual
tail.

This year, the Black Knights
swore, they’d strike back.

Seven years ago, cadets at West
Point began working with the
NSA to create an exercise that
would simulate conditions if the
military were required to set up
an Internet system in a foreign
country — just as cybersoldiers
have done in Iraq. The NSA acts
as the opposing force, known as
the “red cell,” and spends a week
trying to take down virtual net-
works set up by each of the mili-
tary academies for the event.

Each academy team starts with
50,000 points, then loses points
when its system goes down, any
unencrypted e-mails are sent or
any missteps are made in follow-
ing directions about setting up the
network. They can also earn
points by completing tasks the
NSA sends out during the week.
The academy with the most points
at the end of a week of attacks
wins.

Defending Meridia

The cadets don’t do any hacking
themselves — it’s all defense. And
they don’t attack or work with the
other academies. Instead, NSA
gives them a scenario — this year,
it was to dig into a war-torn Third
World nation called Meridia.

To set up the network — which
must include e-mail accounts,
chat rooms and a database — they
must use some of their own equip-
ment, as well as some sketchy
Meridian equipment.

“They try to make it relevant —

something we’ll see in our Army
career if we choose this path,” said
Robert Singley, a cadet serving as
deputy commander for West
Point’s team. “As much as thisis a
competition, it’s a learning experi-
ence.”

This year, things seemed quieter
as cadets hovered around comput-
ers looking for warning signs of
problems. “It’'s a marked differ-
ence from last year,” Salazar said.
“The tone and tempo is a lot
calmer.”

But that calm masked an elec-
tric hyperawareness. “This hurts
my head,” said Phil Supple,
cradling his temples as he gazed
at a computer screen.

“What’s that?” asked Tyler Hall-
mark, who hadn’t left the room
since noon the day before. “Oh
wait. It’s not an attack — it’s just
a recon.”

In the early stages of the exer-
cise, the NSA sent out hit after hit
to find out what system each com-
puter used, whether the cadets
had found the glitches hidden in
the Meridian gear and whether
there were any holes big enough
to welcome worms, viruses or
bugs.

Salazar chuckled in a corner as
he looked out over the scene.

“It’s early, so [the NSA] is look-
ing for holes to exploit,” he said.
“Whenever they find vulnerabili-
ty, they get to ring a bell.”

Last year, more than bells rang
when the Air Force Academy’s
Web site suddenly announced,
“We love Red Cell!”

And then the West Point cadets
became traitors to their team
when “Go Navy, Beat Army,” ap-
peared on their site. The red cell
happens to include a crew of Navy
guys.

“The red cell is very, very good,”
Salazar said. “There will be vul-
nerabilities — it’s near impossible
to get them all.”

In a sign of how seriously this
exercise is taken these days, 25
West Point cadets missed classes
for the week to spend every sec-
ond defending their network.

“I really take pride in this,” Sin-
gley said. “I really want to win. I
really love doing this.”

They sat blurry-eyed and stiff-
necked — and it was only Mon-
day. But for the previous two
weeks, the cadets were busy
Googling for systems information,
cracking textbooks they hadn’t
seen since they were plebes, and
writing days and days of code.
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Maj. Damon Becknel of Orange, Calif.,
left, observes cadet James Barton of
Houston as cadet John Turner of
Woodbridge, Va., looks on during the
Cyber Defense Exercise at West Point.

Jeffrey Cox spent the night be-
fore the games began trying to fix
a computer that had suddenly
stopped working at 9:30 p.m.

“I created three virtual systems
to try to rebuild it,” Cox said. “I fi-
nally had it up 10 minutes before
the game began — and then the
first computer started working
again.”

This is fun?

“This is a blast,” Cox said. “We
pretty much spend all our time
learning something new.”

On virtual patrol

Back in Meridia, a cluster of
cadets watched as a screen show-
ing the Air Force Academy’s sys-
tem went red.

“If it’s a lot of red, they’re in a
hurt box,” Cox said. “Were all
green right now. Navy was down
for a few minutes. All the way
down. Air Force just came back
up.”

For two hours, the cadets
watched. Nothing. Nothing. More
nothing.

“We’ve been kind of on edge,”
Cox said. “I think we’d like a little
excitement just to know what’s
going on. We would like a few
hits.”

And then: “Hey! Somebody in
forensics come look at this!”

But it was just another unnerv-
ing false alarm.

Salazar said the games provide
the students with training and
the NSA with potential future em-
ployees. Several students will per-
form internships on the red team.
“The game prepares them for
what theyll be doing in the real
world,” Salazar said.

West Point won the event with
53,615 points, while the Coast
Guard Academy came in second
with 52,105. Air Force placed
third with 50,350 points; Navy
was fourth with 49,750 points,
and the Marines placed fifth with
49,315 points. [



